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Introduction

Since ChatGPT'’s release in 2022, generative Al’'s (GenAl) use has expanded exponentially.
From large language models (LLMs) deployed as research assistants to image generators
capable of impersonation, GenAl has embedded itself into daily life." In 2024, the ‘year of
elections’, the European Union alone saw nine parliamentary elections,? with heightened
concerns about the potential impacts GenAl and GenAl content (GAIC) could have on
electoral processes and democracy as a whole given their disruptive capabilities. For
example, debates on democratic resilience highlight GenAl’s contribution to an epistemic
crisis—'distortions in the information environment™ and the erosion of shared truths—as well
as the potential political impacts of documented biases embedded in these systems.
Particularly, far-right political communication strategies, which have historically relied more
heavily on disruptive and disinformation-based campaigns than their mainstream
counterparts, and which now use GenAl, have been highlighted as potential negative
impacts. However, many Al governance debates centre on alleged left-leaning biases in
LLMs, which is a surprising dynamic since far-right parties have emerged as some of
GenAl’'s most active adopters in European politics. Existing literature has yet to investigate
this apparent paradox, particularly what explains this technology uptake and what
implications it may have.

This paper examines far-right uptake of GenAl, critically assessing the technical, social,
political, and regulatory factors that help explain this phenomenon. We therefore investigate
the question: ‘Why have far-right parties emerged as disproportionate adopters of generative
Al?” While attention has focused on image-based deepfakes,* large language models (LLMs)
remain the most tractable modality for systematic bias testing, and are increasingly
embedded in political tools such as chatbots and voting advice applications. However, little
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research connects empirical evidence of political bias in LLMs with the broader
sociotechnical dynamics that shape how far-right actors adopt GenAl. We contend that
examining these intersections are crucial for understanding the incentives behind GenAl
uptake in political contexts, as well as identifying which affordances may materialise in
political harms. This paper therefore integrates large-scale model testing with expert
interviews to provide a multi-layered sociotechnical account of far-right adoption of GenAl.
We ask how political bias in LLMs interacts with actor strategies, platform affordances, and
governance gaps to explain both adoption and the emergence of downstream epistemic
harms.

The paper proceeds as follows: first, we review the literature on GenAl and political bias;
then we outline our methodology; the next section presents results from model testing and
interviews outlining actor strategies, platform dynamics and regulatory gaps; then we present
our conclusion and finally we include an annex with future implications.

Literature Review

This literature review’s aims are twofold: firstly, evaluating existing research on the potential
impacts of technical bias in political contexts; and secondly, tracing how these insights on
the political usage of GenAl connect with literature on political communication, far-right
ideology, and regulation. While prior studies often treat these dimensions separately, we
emphasise the need to view them as interacting layers of a sociotechnical system. The
review begins with empirical evidence of LLM bias and its implications, then turns to theories
of far-right adoption and communication strategies, before examining EU regulatory debates.

Political Bias in LLMs

The neutrality and political biases of LLMs have been subject to growing empirical scrutiny.
Research on quantifying these biases generally finds evidence of a left-leaning, libertarian
bias, though the extent varies across models, topics, and methodologies. Rozado finds
left-leaning classifications in 14 out of 15 political tests administered to ChatGPT.® Bang et
al. identify topic-dependent liberal leanings across 11 open-source models, with notable
US-centric framing.® More comprehensively, Faulborn et al. analyse 88, 110 responses
across 30 prompt variations, concluding that instruction-tuned models generally exhibit
left-leaning bias while base models remain comparatively neutral.” However, this bias is not
uniform. Fisher et al. (2025) expand this approach with an eight-technique framework for
approximating neutrality across output, system, and ecosystem levels, finding GPT-4 to be
closest to neutrality, Claude more cautious, and certain open-source models more
permissive but exhibiting more bias.? Lin et al. demonstrate that while models broadly lean
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left, they can lean distinctly right on certain topics, particularly those that were prominent
during specific periods of political discourse and were potentially weighted differently in its
training data.®

Beyond empirical assessments, scholars have highlighted the implications of these biases
for political communication and decision-making of individual users. Fisher et al. (2024)
argue that interacting with politically biased LLMs can shape users’ political opinions and
influence their decision-making. Their experiments demonstrate a significant capacity for
biased LLMs to shift human political views and decisions, even when the model’s bias
contradicts the individual’s pre-existing political alignment. Merely recognising the bias in the
output did not reduce its impact on participants’ opinions and decisions.® This suggests that
biased interactions can have significant downstream effects on public discourse, electoral
behaviour, and policymaking. Lin et al. further caution that when LLMs are deployed in
critical contexts such as media analysis, their biases risk reinforcing or distorting the
understanding of political discourse.™

While existing studies provide valuable insights into the nature of political biases in LLMs
and their influence on individual users, little research examines how these biases might be
leveraged by political parties or other political actors. Given the central role of propaganda
and information control in politics, understanding how political actors could exploit LLMs to
amplify partisan narratives or influence public opinion is an urgent but underexplored
dimension of this debate.

Generative Al in Political Communication

Despite these biases and their potential to influence on users, empirical evidence reveals a
striking pattern: European far-right parties have emerged as the most active adopters of
GenAl technologies in political campaigns. Beginning with the 2024 European Parliament
elections, parties such as Germany's Alternative flr Deutschland (AfD), France's National
Rally, and ltaly’s Lega systematically deployed Al-generated imagery and content to amplify
extreme messaging. Romano et al. (2024) argue that GenAl has become a ‘distinctive and
strategic element’ of far-right campaigning, highlighting how these parties see the technology
as well-suited to advancing their communication regardless of its documented biases.’ The
discussions on GenAl in political communication can be situated within the debate around
technology and political behaviour. Technological determinists argue that the affordances of
digital platforms and algorithmic systems inherently structure political communication,
favouring certain forms of expression'. However, agency-oriented perspectives argues that
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political actors strategically appropriate technologies to serve their goals, sometimes
bending intended uses'.

In the case of far-right adoption, determinists claim that far-right parties are usually newly
emerged, operating with limited financial resources, smaller membership bases, and
exclusion from mainstream media. However, GenAl particularly helps address such
constraints, amplifying manipulations across social media by generating texts that align with
far-right communication styles prioritising emotional resonance over factual precision. It
enables coherent texts, automated posts, and targeted advertising without substantial
human input.” This technological democratisation benefits smaller parties by reducing
political barriers and campaign costs.'® For emerging far-right parties, ‘opportunistic
pragmatism’ expands their reach and produces professional-quality content rivaling
mainstream campaigns.'”” Moreover, GenAl enables microtargeting, tailoring of political
messages precisely, with Simchon et al. (2024) showing enhanced persuasive effects of
Al-generated content.”® GenAl’s primary contribution to shallow-fake effectiveness lies less
in creating the manipulation itself, but in producing context, emotional framing, and narrative
coherence that makes simple visual edits appear authentic.'®

The agency perspective suggests far-right actors subvert Al systems through ‘jailbreaking’
techniques. Molas and Lopes (2024) document how far-right actors bypass restrictions
through strategic prompt engineering, enabling the generation of extremist content despite
built-in safeguards.?® Meanwhile, regulatory frameworks struggle with enforcement due to
algorithmic opacity.?’ GenAl's characteristics and parties’ appropriation explain the paradox
of left-leaning Al serving far-right parties, highlighting the complex interplay between
technological design and political strategy in European democracies. However, while the
determinist-agency debate explains how far-right actors can exploit GenAl, it does not fully
capture why these tools resonate so strongly. Research on far-right communication
strategies shows that emotional signalling and affective mobilisation are central.

Far-Right Digital Communication Strategies
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Communications research has distinguished political digital communications strategy by
ideology, finding that left wing activists use digital platforms more than right wing activists for
organising offline protests? and reaching out cross-ideologically?®. Meanwhile, right wing
actors prefer information sharing * in groups that are more ideologically homogenous and
isolated?®.

To explain why far right GenAl content has increased in prevalence and engagement in
recent years, Livingston and Miller highlight the scholarly debate between technocentric
explanations which focus on the role of social media and digital platforms and institutionalist
explanations which focus on the role of elites, socio-economic disparities and other
macro-structural factors?®. Kakavand’s technocentric literature synthesis of affordances of
digital technology highlights scalability, connectivity and replicability as three key
mechanisms that have been argued to advantage the far right, however, considering these
affordances deeper shows the difficulty of separating the institutional from the technical®.

Given historic exclusion from traditional media, the far right were early adopters of digital
communications technology?, though in dispersed leaderless ways, a phenomenon labelled
as ‘digital fascism’?®. Whereas mainstream parties are constrained by formal hierarchy and
consistent messaging, the far right leverages already existing ideologically online activists or
‘digital surrogacies™. Algorithms’ detection of engagement patterns spreads messages
across disparate ideologically similar communities amplifying visibility across the far right’s
decentralised structure. Furthermore, GenAl allows individuals to quickly produce local
variations of propaganda allowing their dispersed network to exceed the content output of
established parties.

The far-right’'s consistent preference for simplified emotional signalling without regard for
factual accuracy or ideological clarity>® has been used strategically to create in group
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solidarity and generate affective responses (engagement with posts)®*.Through use of
GenAl, the far right has promoted utopian visions of an ethnically homogenous and
traditional national future ** while scapegoating and depicting migrants and non-whites as
dangerous and violent*. This ideological project leverages the digital platform’s scalability as
it emotionally invokes engagement from both far right actors who have been shown to
disproportionately engage with and reshare political content®*® and other parties who are
outrated by the truthlessness of the narratives. As such because digital platforms reward
engagement over information content, parties that post emotive content gain structural
advantages.

Although these dynamics illustrate how far-right communication strategies thrive on digital
platforms, a gap exists on how GenAl interacts with these forces as such our discussion
attempts to outline these connections. Yet precisely because these strategies blur the line
between legal expression and harmful manipulation, they pose a significant challenge for
regulators. The next section examines the current regulatory debates surrounding the
governance of these technologies, and where their limits lie.

EU Regulations on Generative Al

This section seeks to evaluate the current literature on the Al Act (AlA) and Digital Services
Act (DSA) to understand the regulatory logic behind these instruments and how this may
constrain or incentivise the political usage of GenAl.

The AlA reflects the EU’s rights-based, ex-ante logic, assuming that provider safeguards and
risk classification can prevent harms before deployment.3*® However, scholars doubt that
current ex-ante mechanisms can capture political harms as they materialise in practical
situations. Kusche argues the AIA frames harm in abstract, normative categories ill-suited to
ex-ante risk assessments that require predictable thresholds.?” Hacker critiques the idea that
risks are reasonably foreseeable, as asking providers to anticipate every possible risk of
general-purpose technologies is a widely unrealistic task that results in under-captured
political harms.® Despite the AlA’s stated purpose to protect democratic processes, the

Right-Wing Populist Leaders', Social Media + Society 1.11 (2023): pp1-11,

%2 eser, J and Spissinger, F, 'The functionality of affects: conceptualising far-right populist politics beyond
negative emotions', Global Discourse 10.2 (2020): pp..325-342,
https://doi.org/10.1332/204378919X15762350844101.
% Feitsma, J, 'De PVV en het primaire verlangen naar eenvoud,' Sociale Vraagstukken, June 29, 2023,
https://www.socialevraagstukken.nl/de-pvv-en-het-primaire-verlangen-naar-eenvoud/.
%Lopes Buarque B, 'Al and the Far-R ight Rlots in the UK LSE Medla Blog, June 9, 2025,

/bl k/medi

% Freelon D Mar\Nlck A and Kreiss, D, 'False Equivalencies: Online activism from left to right', Science 369.
6508 (2020): pp.1197-1201, https://www.science.org/doi/10.1126/science.abb2428, Barbera, P, Jost, J and
Bonneau, R, 'Tweeting from Left to Right: Is Online Political Communication More Than and Echo Chamber’,
Psychological Science 26.10 (2015): pp.

1531-1541 ,https://journals.sagepub.com/doi/full/10.1177/0956797615594620.

% See Julia Black and Andrew Douglas Murray, Regulating Al and Machine Learning: Setting the Regulatory
Agenda (European Journal of Law and Technology, Vol 10 No 3, 30 December 2019)
https://www.ejlt.org/index.php/ejlt/article/view/722 accessed 24 August 2025.

37 |sabel Kusche, 'Possible Harms of Artificial Intelligence and the EU Al Act: Fundamental Rights and Risk,'
Journal of Risk Research, May 11, 2024, p. 9

% See Philipp Hacker, Andreas Engel and Theresa List, ‘Understanding and Regulating ChatGPT, and Other
Large Generative Al Models: With input from ChatGPT’ (Verfassungsblog, 20 January 2023)
https://verfassungsblog.de/chatgpt/ DOI:10.17176/20230120-220055-0; and Jennifer Wang, Andrew Selbst,



https://www.ejlt.org/index.php/ejlt/article/view/722
https://www.ejlt.org/index.php/ejlt/article/view/722
https://www.science.org/doi/10.1126/science.abb2428
https://journals.sagepub.com/doi/full/10.1177/0956797615594620
https://blogs.lse.ac.uk/medialse/2025/06/09/ai-and-the-far-right-riots-in-the-uk/
https://doi.org/10.1332/204378919X15762350844101
https://doi.org/10.1177/20563051231163327

literature suggests that its regulatory logic assumes risks to fundamental rights can be
anticipated in advance. In practice, ex-ante assessments cannot reliably identify when rights
are actually harmed, meaning political use cases are often overlooked given that they occur
downstream, preserving a favourable cost-risk environment for political actors to use GenAl
at scale.

Under a similar risk-based approach, the DSA’s systemic-risk framework targets platforms,
but has limited mandatory obligations beyond the removal of illegal content, resulting in
inconsistent enforcement that would meaningfully reduce systemic risks. Husovec highlights
that the DSA only mandates that platforms remove overtly illegal content in order to maintain
the balance between content moderation and freedom of speech.** However, Chesterman
contends that this balance constrains the DSA from preventing political harms from GAIC
due to ‘lawful-but-awful’ content, where the content is legal, but its real-world effects are
harmful.*® Douek also argues that platforms often under-enforce their terms of service on
‘lawful-but-awful’ content, with the DSA offering few checks to ensure compliance.*' This
literature demonstrates that although the EU attempts to reconcile freedom of expression
with systemic-risk governance under the DSA, this design leaves political harms in a
regulatory grey-area, leaving space for political actors to exploit engaging yet harmful
content that skirts legality.

The regulatory logics behind these legislations intend to target both individual and
system-level impacts to fundamental rights and democratic processes, but their reliance on
ex-ante regulations and regulatory grey-areas leaves GenAl usage in political contexts
under-captured. These gaps create a permissive environment in which political actors can
adopt GenAl for campaigning at scale. To mitigate political harms effectively, regulators must
build frameworks that address regulatory grey-areas and downstream harms as they arise in
practice.

Methodology

This study examined (1) the presence of political bias in LLMs, and (2) how political bias
interacts with structural factors to explain far-right political actors’ adoption of GenAl. We
employed a mixed-methods design: quantitative model testing assessed political bias in
LLMs, while qualitative semi-structured interviews examined the socio-political and
regulatory factors shaping far-right use of GenAl.

Model Testing
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The study evaluated political biases in LLMs using a structured binary-choice questionnaire
derived from the ‘I Side With’ platform, an online voting guide that presents users with
issue-based questions to map their positions along social and economic dimensions*2. The
questionnaire contained 60 binary-choice questions measuring social (34 questions) and
economic (26 questions) dimensions. Manual annotations mapped +1 on the y-axis to
libertarian and +1 on the x-axis to right-wing positions. Models were selected according to
cost, release date, architecture, size, and degree of fine-tuning (see Table 1). Each model
was run with default temperature parametres, and response generation was repeated 30
times to mitigate randomness. To ensure measurement robustness, we implemented
validation tests investigating potential sources of bias (see Table 2). First, we tested whether
explicit geographical framing influences model responses. Second, we evaluated semantic
stability through question rephrasing and prefix variations to test whether linguistic
modifications that preserve substantive content affect the consistency of outputs.
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Table 1. Tested Models

Test System Message User Prompt

Original system message:

You are a binary-choice question answerer.
For each question, you will be given exactly
two options: A and B. Your task is to choose
the single best answer and respond ONLY
with the letter of selected option, A or B.

Original questionnaire (including
the questions and options: A. Yes
and B. No)

baseline_testing

You are answering binary-choice questions

about [Germany/Denmark/Netherlands].... Original questionnaire

country_name

Original questionnaire rephrased
semantic_validation Original system message by LLM, manually verified for
content preservation

“Respond to the following

respond Original system message . .. .
P 9 d 9 question:” + original question

“Please respond to the following

please_respond Original system message question:” + original question

Table 2. Test Conditions
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Semi-Structured Interviews

Semi-structured interviews were conducted with 11 experts in related fields from Denmark,
the Netherlands, and Germany. These countries were selected due to the salience of
far-right parties and documented cases of GenAl use in political campaigning, with Denmark
offering a comparative perspective given the Synthetic Party’s Al-led strategy. We aimed to
find researchers from different fields to ensure interdisciplinary perspectives and areas of
expertise included digital communication, Al law and policy, and far-right ideology.

The interviews lasted 45-90 minutes and explored disciplinary perspectives on how
technical bias interacts with structural factors, focusing on explanatory insights rather than
testable trends. Interviews followed an anonymised-by-default protocol, but several
participants later granted permission to be quoted. We therefore adopt a hybrid strategy:
interviewees who provided written consent are named with affiliation. All quotations were
verified. Thematic analysis of transcripts identified patterns linking structural factors. Consent
was recorded securely, and participants could withdraw attribution before publication.

Results and Discussion

This section aims to integrate our quantitative and qualitative findings to provide a
multi-layered sociotechnical account of far-right adoption of GenAl. Our analytical approach
builds on insights from Dr. Léa Steinacker’s CODE Capital framework, which emphasises
that Al must be understood not as a technical object alone but through the sociotechnical
factors that shape its operation and impact. We examine potential relationships from model
bias through actor operationalisation, platform affordances, and governance gaps to
investigate factors associated with adoption and how epistemic harms emerge as systemic
by-products. The section proceeds in four parts: first, we examine model bias and its
implications in a political context; second, we explore how far-right actors operationalise
GenAl; third, we analyse how platform affordances and far-right strategy exacerbate the
epistemic crisis; and finally, we demonstrate how governance gaps enable exploitation at
each layer.



Model Affordances

The presence of bias matters only when downstream
dynamics turn it into political salience.

Actor Operationalisation

Far-right actors exploit GenAl’s low barriers to create
cheap, emotive content. Their sensationalist style
aligns with outputs the technology readily produces.

Platform Amplification

Far-right strategies favour emotional, sensational content.
Platforms amplify this, giving them disproportionate
visibility.

Governance Gaps

Regulation targets models and illegal content, not
downstream use. Weak enforcement leaves GenAl a low-risk
tool, enabling epistemic harms.

Adoption & Epistemic Effects

Cheap, scalable, and low-risk adoption makes GenAl
attractive. The by-product is systemic harms: polarisation,
agenda distortion, and erosion of trust.

Figure 1. Sociotechnical Layer Diagram

Model Testing

Findings

Our analysis of 39,780 responses across 17 language models revealed a consistent pattern
of political positioning. The aggregate results show that models tend to lean economically
right (mean x-axis position: 0.279, 95% CI: [0.265, 0.294]) and socially libertarian (mean
y-axis position: 0.194, 95% CI: [0.181, 0.207]). This places the average model position at a
distance of 0.340 from the political center (0,0).

The proportion analysis provides further insight into this positioning. Approximately 64.0% of
responses aligned with economically right-leaning positions (95% CI: [0.632, 0.647]), while
59.7% favoured socially libertarian stances (95% CI: [0.590, 0.603]). This suggests a
moderate bias toward market-oriented economic policies and individual freedoms in social
matters across the tested models.

The libertarian-right tendencies of most LLMs may influence technology adoption by making
them more receptive to far-right narratives, enabling users to generate aligned texts or
images with minimal prompting.
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Figure 2. Overall Political Leanings of LLMs

Political positioning analysis at the model level revealed significant differences between
families. On the economic axis, models ranged from moderately left-leaning
(Claude-3-haiku: -0.157) to strongly right-leaning (GPT-3.5-turbo: 0.628). Provider-specific
clustering was evident: OpenAl models consistently positioned right-of-centre economically
(0.42-0.63), while Gemini models clustered near the political centre (-0.03 to 0.35). Claude
models showed the greatest intra-family variation, spanning the full political spectrum.




Political Compass: Model Positions with 95% Confidence Intervals

Provider
O openai
© daude
O grok
O gemini
0.6 (O deepseek
0.4 Libertarian Left
-
c
5
£ . |
t A .
_g 0.2 1 grok-2-1212 (arok-3pt-40-2024-05-13
5 o (gptde min-2024.97 18 cr05-5135)
: ST T8
L o
c
©
‘=
£ ooy T S
-
]
£
-
3
g
-
L
© —0.2
%
"]
I
v
o
]
0.4 1 Authoritarian Left Authoritarian Right
~0.6 -
-0.6 -0.4 -0.2 0.0 0.2 0.4 0.6

Economic Scale (Left « - Right)

Figure 3. Model Positions on the Political Compass

Model refusal patterns revealed relevant insights into providers’ content moderation
approaches. Claude models demonstrated the highest refusal rates, with
Claude-opus-4-20250514 refusing 10.17% of questions, followed by
Claude-sonnet-4-20250514 (5.30%) and Claude-3-opus-20240229 (4.40%). In stark
contrast, most other models, including all GPT variants, DeepSeek, and Grok models,
showed zero refusal rates.

The most frequently refused questions centered on sensitive social issues: abortion (105
refusals), transgender athletics (89 refusals), and gender-transition treatments for minors (70
refusals). This pattern indicates that certain models, particularly Claude variants, implement
more stringent content filters for politically sensitive topics.

This differential refusal pattern may help explain why far-right groups have been more
successful in using certain LLMs for political purposes. Models with zero or minimal refusal
rates on politically sensitive topics could provide unrestricted access to generate content on



controversial issues that are central to far-right discourse. The complete absence of content
moderation on topics like gender identity, reproductive rights, and other issues in models like
GPT variants and Grok creates an environment where extreme political narratives could be
generated without impediment.

Our validation framework employed multiple test types to assess response consistency.
Semantic validation tests revealed that economic positions were significantly higher than the
baseline (mean = 0.359, t =-4.19, p < 0.0001). In contrast, social positions showed a smaller
and non-significant increase compared to the baseline (mean = 0.150, t = 1.75, p = 0.0806).
This indicates that rephrasing the wording of questions can meaningfully influence models’
responses.
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Figure 4. Data Validation Comparison

Country-specific variations produced significant differences in both dimensions. Economic
positions were higher than the baseline (mean = 0.366, t =-3.91, p < 0.0001), and social
positions were also elevated (mean = 0.278, t = -3.58, p = 0.0004), indicating adding country
context (Germany, Netherlands and Denmark) in system message shifts model responses
towards more economically right and socially libertarian positions. This emphasises that the
same question can elicit different responses depending on the country framing.
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Figure 5. Comparison: baseline vs country

Politeness tests had minimal impact on model responses. Economic positions (mean =
0.285; t =-0.764, p = 0.445) and social positions (mean = 0.218; t = -0.946, p = 0.344) did
not differ significantly from the baseline, indicating stable political positioning under polite or
impolite conditions.
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Figure 6. Comparison: baseline vs politeness_validation
Implications

Although we observed right-libertarian tendencies that differ from some previous literature,
our findings should be interpreted as complementary rather than contradictory to existing
research. First, our results align with a key feature of LLMs: prompt-sensitivity.** The
variation in prompt formulation (semantic-validation) can significantly impact model
responses, which may account for discrepancies with prior studies that employed different
methodological approaches. Second, consistent with existing literature, models
demonstrated the capacity to lean distinctly toward certain political positions on specific
topics, particularly those that gained prominence during distinct periods of political

4 Faulborn et al., 2025.



discourse.* Certain questions in our tests may have amplified such effects, reflecting the
models’ training on temporally-bounded data.

Several methodological limitations must be acknowledged when interpreting these results.
First, the binary response format may oversimplify complex political positions that might
have different answers to the questions other than ‘Yes’ or ‘No’. Second, while our question
set was designed to be comprehensive, it may not fully capture all dimensions of political
ideology. Third, the notably high refusal rates observed for certain models, particularly on
sensitive topics, created data gaps that may skew the political positioning. Additionally, due
to resource constraints, our analysis did not examine image generation capabilities, which
represent a significant way through which political actors leverage GenAl and may exhibit
distinct political leanings.

Strategic Fit: How Far-Right Communication Styles Align with
Generative Al

Although the political biases and differential refusal patterns observed in GenAl demonstrate
potential vulnerabilities for far-right exploitation, these technical features must be analysed
alongside structural and contextual factors to fully explain this phenomenon. We find that
far-right parties may be positioned to exploit institutional vulnerabilities, technical facilitation,
and platform dynamics in ways that mainstream parties cannot. Multi-dimensional factors
including technical, supply- and demand-side, collectively underpin far-right advantage in the
Al-mediated political sphere.

Technical Affordances: Low Barriers to Entry, Bypass Capabilities and Alternative
Models

GenAl has lowered the threshold for producing persuasive political content, thereby
empowering smaller far right parties that previously lacked resources. Interviewees
emphasised the lowered barriers, with Poppy Astrini noting that GenAl creation requires ‘no
coding background, only a sense of systematic thinking’.*> Even where safeguards exist,
far-right actors adopt simple tactics such as rephrasing prompts, often shared in online
forums, to bypass restrictions. Research by the Global Network on Extremism and
Technology (GNET) has documented how far-right communities use open-source models
without safeguards or share tutorials to bypass existing ones, enabling scalable propaganda
production.*®

The susceptibility of GenAl models to contradictory outputs further facilitates adoption. Asker
Bryld Staunaes demonstrated that identical models produce divergent political positions
depending on prompts, while Pieper observed notable shifts in ideological leanings of

“ Lin et al., 2024.

4 Poppy Astrini, Gen Al Consultant, Poppy Astrini Consulting, interview by Adam Sizoo, Zoom, 24 July 2025.
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commercial models such as Grok, suggesting that both governance choices and intrinsic
instability enable manipulation.*” This instability reinforces the adaptability of far-right actors.

Actor Operationalisation and Platform Amplification: GenAl Affordances Mediated
Through ldeological Fit, Institutional Norms and Algorithms

Beyond technical enablers, far-right advantage also stems from supply-side dynamics that
shape communication styles and content strategies. GenAl’s stylistic affordances align
closely with far-right communication strategies, which prioritise emotional storytelling,
symbolic dichotomies of ‘good’ versus ‘evil’, and the construction of threatening ‘Others’.*®
As Dr. Bharath Ganesh explained how this maps onto platform logics: algorithms privilege
‘easier, flashier, more outrageous’ content, effectively rewarding far-right messaging
strategies*.

Feitsma argues the disproportionate alignment between Al capabilities and far right
messaging becomes clear when we consider Dr. Byung-Chul Han’s ‘infocracy’ which refers
to an attention economy where algorithmic engagement replaces democratic deliberation.*
Pieper uses the label ‘epistemic crisis’ tracing a shift from a public consensus mediated by
journalists, politicians and academics largely agreed on macroeconomic truths to a truth
economy where the public are less accepting of the elite consensus as algorithms ‘benefit
easier, often more outrageous explanations’ of public issues.®' In such an attention economy,
the determining factor is willingness to abandon truthfulness, a technique far right parties
who excel at ‘half-truths’ that are immune to fact-checking are poised to exploit.>?

Conversely, mainstream parties do not adopt these messaging tactics. While not bound by
technical capacities, institutional and democratic norms of factual accuracy limit their uptake
of genAl to produce controversial content to avoid alienating their core voting constituencies.
While established institutions are ‘risk averse’ and ‘institutionally lagging’,®® right-wing parties
have a higher ‘willingness to use illegitimate tactics’.>* Pieper highlighted the role far right's
use of digital surrogacies have in furthering this as labour division can be seen where
influencers spread right deviated content while official party channels maintain a symbol of
legality.*® This trap highlights a structural disadvantage of truthfulness - abandoning these
norms alienates core supporters but maintaining them ensures an algorithmic disadvantage.
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Through the truthfulness trap we can understand that the intrinsic bias of the model matters
less than the actor's relationship to truthfulness in determining who benefits from GenAll.

As highlighted in the literature review, the far right’s controversial and emotive
communication style is naturally amplified by platform and structural features. Right wing
users have been found to engage ‘like’ or ‘comment’ more than others, while controversial
posts receive more engagement from across the spectrum. Platforms, meanwhile,
algorithmic reward posts that receive higher engagement, meaning that far-right content is
amplified due to its epistemically controversial nature, regardless of the intrinsic appeal of
their messaging. Taken together, these technical, supply-side, and demand-side dynamics
create a reinforcing ecosystem in which far-right actors are uniquely positioned to exploit
GenAl for political gain.

Weak Governance and Regulations: Structural Enablers of Exploitation

This section aims to tie together our sociotechnical conceptual model to trace the causal
chain from technical bias to political effects by demonstrating how a permissive regulatory
environment and misalignment between the object of harm and regulation can explain
far-right adoption and the subsequent consequences arising from the use of GenAl in
political contexts.

At the model layer, the Al Act’s (AlIA) focus on pre-deployment obligations and allocative bias
results in epistemic harms that emerge in downstream political use to be overlooked by
regulations. As the previous sections demonstrate, embedded bias exist within models but
are operationalised by far-right communication strategies, which experts such as Feitsma
argue is because regulation often ‘miss[es] the more underlying move from democracy to
infocracy’,%® highlighting how political harms emerge as by-products of technology use.
Therefore, experts have questioned whether pre-deployment obligations like safety testing®’
are sufficient to regulate downstream harms, with Dormuth noting that even with technical
guardrails, they can be easily bypassed through techniques such as prompt-injection.®
Additionally, Steinacker emphasised that ‘Al is not just a technical object’ but embedded in
human choices and incentives,* suggesting that technical regulation alone overlooks the
way that actors choose to operationalise these technologies. These insights underscore that
focusing on foreseeability in pre-deployment cannot anticipate downstream use. The AlIA
therefore regulates the model as object but not the communicative uses where harms arise.

Moreover, the AlA focuses on regulating the technical properties of the model layer due to its
broader orientation towards ensuring allocative fairness—how benefits or harms are
distributed—to mitigate algorithmic discrimination.®® However, as our model testing results

% Joram Feitsma, Assistant Professor, Utrecht University School of Governance, interview by Adam Sizoo,
Utrecht, 18 July 2025.

57 See Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June 2024 laying down
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12.7.2024, p. 1, art. 55 (on model evaluation, systemic risk assessment and mitigation, and documentation
obligations).
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suggest, biased outputs go beyond discriminatory decision-making, but can potentially
influence voting behaviour, public discourse, and individual opinions. The AlA’s focus on
mitigating allocative bias thus leaves epistemic bias®' in LLMs largely unregulated. Pieper
echoes these concerns, especially given that LLMs are increasingly the public’s default
interface for information, yet regulation does little to govern how models can answer
politically-sensitive questions.®? This corroborates our findings of biased outputs on political
topics and low refusal rates, highlighting how governance gaps risks undermining public
discourse and eroding trust in democratic discourse by overlooking how biased outputs
could influence users.

At the platform layer, the Digital Services Act (DSA) imposes duties to moderate illegal
content and assess systemic risks, including to democracy. However, enforcement is slow
and cautious, especially for lawful-but-harmful political speech. As Ganesh observed,
platforms already have ‘robust’ community guidelines, but ‘they’re just not enforced.”®® This
under-enforcement is exacerbated by legal ambiguities created by the DSA, which mandates
that illegal content is removed from platforms, but leaves politically sensitive
‘lawful-but-awful®* content that much of far-right content falls under the discretion of
platforms. While risk assessment obligations also require platforms to mitigate systemic risks
to electoral processes and civic discourse, the ‘DSA Elections Toolkit’ that provided further
guidance on how regulators could engage with platforms to ensure they were upholding their
obligations on monitoring election-related risks was only published recently in February
2025.%° Moreover, given the attention economy business model of many platforms, polarising
content often retains more engagement, which may also reduce incentive for platforms to
remove lawful-but-awful content.

& For more information on this concept, see Eugenia Villa et al., 'The Epistemic Dimension of Algorithmic
Fairness: Assessing Its Impact in Innovation Diffusion and Fair Policy Making," arXiv.org, 2025.

62 Sebastian Pieper, Project Manager, Das Progressive Zentrum, interview by Liha Leung, Zoom, 31 July 2025.
8 Bharath Ganesh, Assistant Professor, University of Amsterdam, interview by Adam Sizoo, Utrecht, 17 July
2025.

% For more information on this concept, see Martin Husovec, 'Rising Above Liability: The Digital Services Act as
a Blueprint for the Second Generation of Global Internet Rules,’ Berkeley Technology Law Journal 38, no. 3
(forthcoming, October 10, 2023), 37 pages, SSRN, https://ssrn.com/abstract=4598426
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Figure 7. Screenshot of Alternative fir Deutschland (AfD) Instagram post, 12 June 2025

Figure 7 illustrates this regulatory tension, with an AfD slogan portraying Germany as an
‘asylum paradise’ and migrants as a ‘welfare magnet’. Such rhetoric is stigmatising yet legal
under EU free expression standards, and also drives engagement and outrage on platforms.
Given that platforms may also fear backlash if they remove politically-sensitive content,
content moderation is often slowly enforced, at which point potential harms such as
polarisation or agenda distortion may already have materialised. Additionally, as GenAl
enables mass production of similar slogans at low cost, this makes moderation delays even
more consequential. Our findings suggest that it is precisely because of the polarising nature
of such content, the platform affordances that amplifies its visibility, and the DSA’s
under-enforcement that explains far-right adoption of GenAl—a low-cost and low-risk
campaigning tool, with lawful-but-awful content amplified in ways that drives polarisation and
reinforces stigmatising narratives.

The misalignment between the object of regulation (technical risks, illegal content) and the
object of harm (epistemic effects in discourse) thus creates a permissive environment for
political use of GenAl. By focusing on pre-deployment testing and provider intent, the AIA
leaves downstream communicative uses under-specified. Meanwhile, the DSA’s
systemic-risk provisions are weakened by legal ambiguity, delayed guidance, and
under-enforcement, meaning polarising but lawful content remains highly visible. The
interactions between technical bias, political communication, far-right strategy, and
regulatory gaps make GenAl a low-cost, scalable, and effective at producing content that
can be operationalised at scale to create polarising content with little regulatory friction. The
resulting harms are systemic rather than intentional, but include polarisation, agenda
distortion, and erosion of trust—democratic risks that remain under-captured because
regulation governs the wrong object at the wrong point.



Layer Model Actor Platform Governance Gaps
Affordances Operationalisation Amplification
Presence of Strategic use of Al Algorithms and Misalignment
political bias in recommender between the object
generative Al systems increase of harm and
models visibility of regulation
high-engagement
content
Adoption-Driver Attractive Strategic fit (cheap Amplification of Low risk (little
Affordances (eg. content, low barrier to content (algorithms  regulatory friction)
bias and entry, mobilisation, reward outrage and
flexibility) truthfulness trap ) emotional content)
Downstream Conditional Manipulation of Polarisation, agenda Under-captured
Harms political information quality, and distortion, and trust  epistemic harms

salience, harms erosion
only emerge in
interaction with
structural factors

downstream

mainstreaming of fringe
narratives

and potential
political impacts

Table 3. Sociotechnical Stack of Generative Al in Politics: Layers, Drivers, and Harms

Conclusion

Our findings demonstrate that GenAl is reshaping political communication of far-right parties
and how they interact with democratic processes. By enabling the large-scale production
and amplification of polarising narratives, it risks distorting public discourse, eroding trust,
and undermining the epistemic foundations of democracy. While embedded model biases
demonstrate steerable tendencies and varying refusal rates to politically-sensitive questions,
far-right adoption and the capabilities of these technologies to create downstream impacts in
politics must be understood in a broader sociotechnical structure that encompasses actors,
platforms, and regulations.

Our key contribution to broader debates on Al governance and democratic resilience is to
connect these layers empirically and conceptually, demonstrating that far-right adoption is
less about ideological bias in models and more about strategic fit within permissive
sociotechnical conditions. Our quantitative findings show embedded biases may facilitate the
generation of more extremist narratives, which maps onto the actor layer where
resource-restricted fringe parties in the far-right may be more willing to use cost-effective
technologies like GenAl than mainstream parties, resulting in what we have described as the
truthfulness trap. At the platform layer, our qualitative findings show that the amplification of
polarising narratives as a result of engagement-driven algorithms explains the value of GAIC
to mobilise political participation through ‘lawful-but-awful’ content, which regulation is
undercaptured due to current legislation’s focus on upstream technical governance and
weak enforcement of content moderation obligations.

By tracing this pathway from model affordances to systemic epistemic harms, we show how
current regulation leaves a permissive environment for far-right exploitation. Addressing this
gap demands concrete policy/societal responses, which we set out below in Annex A.

While our paper shows how different layers of the sociotechnical stack interact, constraints
of time and scope limit causal explanations at the user level and in-depth testing of
multimodal outputs. This points to several priorities for further research. First, while we have



identified a right-leaning bias in our model testing, we were unable to identify what factors
could have contributed to this type of bias. Future work should examine whether such
tendencies are shaped by training data, process, or feedback loops from far-right usage, in
order to assess the significance of these biases and how human-computer interaction may
reinforce them. Second, although we demonstrate that GenAl usage in politics can result in
misinformation and polarising narratives, further research is needed to understand how
politically-biased outputs from LLMs or Al-generated images may affect users’ trust,
perceptions of credibility, and voting behaviour. Third, future studies should further explore
the dynamics of the ‘truthfulness trap’ and clarify whether far-right parties’ willingness to
employ misleading confers a measurable advantage in algorithmic attention economies.
Finally, while our research has been conducted with a static conception of political bias and
misinformation, critical perspectives of these concepts should be explored i.e are bias and
misinformation intrinsically problematic or are they instrumental articulations of alternative
views on society which are not compatible with hegemonic conceptions of factuality.
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Annex A. Policy Recommendations

1. Al literacy should be integrated into public education to strengthen citizens’ resilience
against manipulative uses of generative Al in political communication. Public
programs should equip individuals with critical skills to identify synthetic content,
understand algorithmic amplification, and evaluate sources. Furthermore,
policymakers should ensure accessible resources for vulnerable groups, who are
often most exposed to disinformation. Building Al literacy across society may not
eliminate risks completely, but it will narrow the gap between political actors, platform
and application developers, regulators and individual users..

2. Rethinking campaign strategies - other parties could consider incorporating tactics
that leverage virality-encouraging platform affordances without sacrificing their
principled ideals they hold for society.

3. Regulations should focus on the object of harm—uwhile liability is notoriously difficult
to assign in the context of the complex Al value chain, assigning clear responsibilities
and obligations based on the societal impact of the creation or dissemination of Al
content would be crucial to mitigate epistemic harms of GenAl use in politics.
Moreover, regulatory scrutiny of content moderation should extend beyond platforms
to include the textual outputs of LLMs. This could involve broadening the scope of the
DSA to cover generative Al systems, ensuring that their proven biases and role in
amplifying polarising narratives are effectively governed.
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